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An overview course of wireless LAN technologies and implementations. Course of study includes both theory and configuration of current 

wireless devices, details of 802.11 standards and discussions of security implementations and concerns.
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The student will be able to:

Overview of WLANs 2
Identify key issues in a wireless network 

environment.

MAJOR COURSE SEGMENT LEARNING OUTCOMESHOURS

802.11 Standards 3

Identify the wireless components at different OSI 

layers.

A. Physical layer transmissions

B. Data Link layer access

C. Network Layer implementation

Installing/Configuring/Managing Wireless Cards

Installing/Configuring/Managing Other Wireless Devices

Installing/Configuring/Managing Wireless Repeaters

Installing/Configuring/Managing Wireless Access Points

Wireless Security and Troubleshooting

Wireless Fundamentals 4

Evaluate different wireless carrier methods.

A. Light-based

B. Radio frequency-based

Building a WLAN 5

Discuss the techniques used in the planning and 

implementation of a wireless LAN.

A. Needs assessment

B. Cost vs. function - technology choices

C. Layout and Configuration

E. Evaluation
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* Course Outcomes will be used in the Assessment Software for Outcomes Assessment. Limit to 3 - 5.

COURSE OUTCOMES* At the successful completion of this course, students will be able to:

Installing/Configuring/Managing Other Wireless Devices 3
Examine the variety of miscellaneous wireless 

devices, their uses and their implementations.

60

Lab Exercises

Wireless Security and Troubleshooting

10

4

Install and configure a variety of wireless 

miscellaneous devices in the existing wireless lab 

setup.

Describe the methods and procedures for securing 

and troubleshooting the wireless environment.

A. Security evaluation and implementation

B. Troubleshooting techniques

Lab Exercises 6
Install and configure repeaters in an existing wireless 

lab environment.

Installing/Configuring/Managing Wireless Access Points 4

Evaluate the variety of Access Points, discuss when 

each is appropriate and install and configure a 

respresentative sample.

A. 802.11b, 802.11a and 802.11g

B. Installation considerations

C. Configuration issues

Evaluate different 802.11 cards and discuss 

installation and configuration differences.

A. 802.11b, 802.11a and 802.11g

B. Peer-to-peet mode

C. Infrastructure mode

Lab Exercises 4
Install and configure 802.11b, 802.11a and 802.11g 

cards.

Describe the function and use of a cantenna

Identify the major security additions to 802.11 technologies

Identify the 802.11 technologies

Lab Exercises 10

Design, install and configure an access point 

implementation using 802.11b, 802.11a, and 

802.11g.

Installing/Configuring/Managing Wireless Repeaters 3

Examine methods of connecting different wireless 

segments or devices with repeaters.

A. Extending client ranges

b. Connecting segments

Installing/Configuring/Managing Wireless Cards 2


