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An overview course of security topics as it applies to a typical server-based network. Course of study includes Security+ Exam content:
authentication, remote access, external attacks, intrusion detection, web and email security and disaster recovery. (Repeatable 3 Times)

Wl [ Rer ot Sagianns W) Contact Lecture| Contact Lab CIin.icaI Work-b.ased
Hours Hours Practicum Learning
Overview 2
Security architecture 3
Authentication 4
External attacks 5
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The student will be able to:

1. Identify key security issues in a network

Overview 2 .
environment.
1. Evaluate various physical network layouts that
enhance security.

Security architecture 3 a. DMZ structure

b. VLANS
c. NAT and ICS




1. Identify the variety of logon methods and their
security enhancements.

Authentication 4 a. Passwords

b. Biometric devices

c. Cryptography

1. Describe the methods of launching an external
attack on a network.

a. Denial of Service (DoS)

External attacks 5 b. Spoofing

c. Replays

d. Viruses and worms

e. Trojan horses

1. Explain ways to secure electronic communication
and commerce and be knowledgeable of their
security weaknesses.

a. SSL

b. Java

c. ActiveX

Email and web 4

1. Identify methods of securing external access to
the network.

Remote access 3 a. PPTP

b. L2TP/IPSec

c. VPN configuration

1. Examine methods of detecting, logging and
reacting to unwanted access to the local network.
Intrusion detection 4 a. Active detection

b. Passive detection

c. Appropriate responses

1. Explain the importance of physically limiting

Physical security 2 . .
access over other forms of potential security.
1. Describe the methods and procedures for
. recovering from a system, drive or OS failure.
Disaster recovery 3
a. Backups
b. Recovery plans and policies
Lab exercises 30
60
Outcomes* Outcome Title At the successful completion of this course, students will be able to:
Course Outcome 1 Security Elements Identify the fundamental elements of security.
Course Outcome 2 Security Tools Categorize the basic security tools available.
Course Outcome 3 Security Concepts Describe all concepts, tools and attacks covered by the security and exam.

Primary Laker Learning Competency Information & Technology Literacy: Students evaluate information effectively using the appropriate technological tools.

Secondary Laker Learning
Competency Creative Thinking & Problem Solving: Students think creatively to solve problems.

*Course and program outcomes will be used in the software for outcomes assessment and should include at least 1 primary and 1 secondary Laker Learning Competency.
Limit to 3-5.
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